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/document 
/storvboard-v-24) 


US Government ( http://icontherecord.tumblr.com 
/oost/674 1 9963949/dni-claooer-declassifies-additional- 
intelligence ) 


11/19/2013 




Office of General Council 
Business Record Analyst 
Trainina Slides 
(httDs://www.eff.ora 
/document/storvboard) 


US Government (http://icontherecord.tumblr.com 
/oost/674 1 9963949/dni-claooer-declassifies-additional- 
intelligence) 



NSA Course Materials 

Module 6 Analytic Personal US Government (http://icontherecord.tumblr.com 
11/19/2013 v.18 (https://www.eff.org /oost/674 1 9963949/dni-claooer-declassifies-additional- 

/document intelligence) 

/storvboard-v-18) 

NSA Cryptological School 
Course Slides on Legal. 

Compliance, and 

11/19/2013 Minimization Procedures 

f https://www.eff.org 
/document/minimization- 
procedure-slides) 

NSA Course Materials 
Module 6 Tech Personnel US Government <http://icontherecord.tumbir.com 
11/19/2013 v.25 (https://www.eff.org /oost/674 1 9963949/dni-clapoer-declassifies-additional- 

/document intelligence ) 

/storvboard-v-25) 



US Government (http://icontherecorcl.tunnblr.conn 
/oost/674 1 9963949/dni-claooer-declassifies-additional- 
intelliaence ) 



2/21/2014 6:21 PM 




Date (/nsa-spvina 
/nsadocs?kevs=& 
field media outlet tid=All& 
order=field timeline date& 
sort=asc) 



11/19/2013 



11/19/2013 



11/19/2013 



11/19/2013 



11/19/2013 



11/19/2013 



11/19/2013 



11/19/2013 



11/19/2013 



11/19/2013 



11/19/2013 



11/17/2013 



11/17/2013 



NSA Guidance Memo on 
Legal Standards for 
Searching Bulk Metadata 
(https://www.eff.org 
/document/nsa-ooc- 
trainina-materials) 



United States Signals 
Intelligence Directive 18 
Jan 25 201 1 
(https://www.eff.org 
/document/20131 119- 
odni-united-states-signals- 
intelligence-directive- 
18-ian-25-201 1 ) 



AG Guidelines for 

Domestic FBI Operations 

(https://www.eff.oro 

/document/ao-ouidelines- 

domestic-fbi-operations- 

9292008) 



United States Signals 
Intelligence Directive 18 



(https://www.eff.org 
/document/20131 119- 
odni-united-states-signals- 
intellioence-directive- 



/document/nsa-core- 

intelliaence-oversiaht- 



NSA Course Materials 
Intro v.13 

(https://www.eff.org 

/document 

/storvboard-v-13) 



NSA Course Materials 
Module 1 v.17 
(https://www.eff.oro 
/document 
/storvboard-v-17) 



Verification Slide 
(https://www.eff.org 
/document/verification- 
reauirement) 



NSA Course Materials 
Module 2 v.16 
(https://www.eff.org 
/document 
/storvboard-v-16) 



NSA Summary of 
Reouirements for 
Collection of Bulk 
Metadata 

(https://www.eff.org 

/document/nsa-summary 

reouirements) 



NSA Course Materials 
Module 3 v. 22 
(https://www.eff.org 
/document 
/storvboard-v-22) 



DSD 3G 

(https://www.eff.oro 
/document/20131 119- 
auardian-dsd-3a) 



Royal Concierge 
(https://www.eff.org 
/document/20131 119- 



https://www.eff.org/nsa-spying/nsadocs 



Document (/nsa-sovino 

/nsadocs?kevs=& 

field media outlet tid=AII& 



Media Outlet (/nsa-spvino/nsadocs?kevs=& 
field media outlet tid=AII&order=name&sort=asc) 



US Government (http ://icontherecord. tumblr.com 
/oost/674 1 9963949/dni-claooer-declassifies-additional- 
intelliqence) 



US Government (htto://icontherecord. tumblr.com 
/post/674 1 9963949/dni-claooer-declassifies-additional- 
intelliaence) 



US Government (http://icontherecord.tumblr.com 
/post/674 1 9963949/dni-claooer-declassifies-additional- 
intelliaence) 



US Government ( http://icontherecord.tumblr.com 
/post/674 1 9963949/dni-claooer-declassifies-additional- 
intelligence) 



US Government (http://icontherecord.tumblr.com 
/post/674 1 9963949/dni-clapper-declassifies-additional- 
intellioence) 



US Government (http://icontherecord.tumblr.com 
/post/674 1 9963949/dni-clapper-declassifies-additional- 
intellioence) 



US Government (htto://icontherecord. tumbtr.com 
/oost/674 1 9963949/dni-claooer-declassifies-additional- 
intelliaence) 



/oost/674 1 9963949/dni-dac. 
intelligence) 



oer-declassifies-additional- 



US Government (httod/icontherecord. tumblr.com 
/oost/674 1 9963949/dni-clapper-declassifies-additional- 
intelliaence) 



US Government (http://icontherecord.tunnblr.com 
/oost/674 1 9963949/dni-claooer-declassifies-additional- 
intelligence) 



US Government (http://icontherecord.tumblr.com 
/post/674 1 9963949/dni-claooer-declassifies-additional- 
intellioence) 



Guardian (http://www. theauardian. com/world/20 1 3/no v 
/18/australia-tried-to-monitor-indonesian-oresidents-ohone) 



Guardian (http://www.spieoel.de/international/eurooe/ocha- 
monitors-hotel-reservations-to-track-diolomats-a-933914.html ) 



2/21/2014 6:21 PM 




Date (/nsa-spvina 
/nsadocs?kevs=& 
field media outlet tid=All& 
order=field timeline date& 
sort=asc) 



11/4/2013 



11/4/2013 



11/4/2013 



11/4/2013 



11/4/2013 



11/3/2013 



11/3/2013 



11/3/2013 



11/1/2013 



10/30/2013 



10/30/2013 



10/28/2013 



10/27/2013 



Document (/nsa-spvina 

/nsadocs?kevs=& 

field media outlet tid=AII& 



Boundless Informant 
(https://www.eff.org 
/document/201 31 104- 
mundo-boundless- 
informant) 



Info Sharing Partners 
(https://www.eff.oro 
/document/201 31 104- 
mundo-info-sharina- 



Special Source Operations 



(SSO) Intercept Program 
Slides - cable programs, 
details of MUSCULAR 
(https://www.eff.org 
/document/201 3-1 1 -04- 
wapo-sso-overview) 



Collection Accesses 30 
Nov 2009 
(https://www.eff.org 
/document/201 3-1 1 -04- 
nyt-collection-accesses) 



Strategic Plan 2008-2013 
(https://www.eff.org 
/document/201 3-1 1 -04- 



Corporate FAA Reporting 
Metrics (https://www.eff.oro 
/document/201 3-1 1 -01 - 



MUSCULAR slide "Current 
Efforts on Google" 
(https://www.eff.org 
/document/201 3-1 0-30- 
wapo-muscular-smilev) 



Slides on MUSCULAR 
program possibly from 
February 28. 2013 
(https://www.eff.oro 
/document/201 3-1 0-30- 
wapo-muscular) 



Graphic showing phone 
calls intercepted in Spain 
December 2012 
(https://www.eff.org 
/document/201 3-1 0-28- 
mundo-spain-collections) 



NSA SCS Slides on 
embassy spying (slides 
3-6) (https://www.eff.org 
/document/201 3-1 0-27- 



https://www.eff.org/nsa-spying/nsadocs 



Media Outlet (/nsa-spvino/nsadocs?kevs=& 
field media outlet tid=AII&order=name&sort=asc) 



El Mundo < http://www.elmundo.eS/intemacional/2013/1 1 
/04/52769eb56 1 fd3d6d0a8b4582.html ) 



El Mundo (http://www.elmundo.es/intemacional/201 3/1 1 
/04/52769eb56 1 fd3d6d0a8b4582.html ) 



Special Source Operations 
(SSO) Collection 
Optimization "Midpoint" 
Slides - Gooole and Yahoo! 
exploitations 
(https://www.eff.org 
/document/201 3-1 1 -04- 



Washinaton Post (htto://www. washinatonDost.com/bioas 
/the-switch/wo/201 3/1 1/04/how-we-know-the-nsa-had-access- 
to-intemal-aooale-and-vahoo-cloud-data /) 



Washington Post (htto://www. washinatonDost.com/bloas 
/the-switch/wp/201 3/1 1/04/how-we-know-the-nsa-had-access- 
to-intemal-aoogle-and-vahoo-cloud-data /) 



WINDSTOP Collection 30 
dav period December 2012 
- January 2013 



Washington Post (http://www. washinqtonpost.com/blogs 
/the-switch/wp/20 13/1 1/04/how-we-know-the-nsa-had-access- 
to-internal-aoogle-and-vahoo-cloud-data/) 



NY Times (http://www.nvtimes.com/201 3/1 1/03/world/no-morsel- 
too-minuscule-for-all-consumina-nsa.html) 



NY Times (http://www.nvtimes.com/201 3/1 1 /03/world/no-morsel- 
too-minuscule-for-all-consuming-nsa.html) 



NSA SIGINT January 2007 
Strategic Mission List 
(https://www.eff.org 
/document/201 3-1 1 -04- 



Guardian (htto://www. theauardian. com/world/20 1 3/nov/0 1/nsa- 
data-collection-tech-firms) 



/national-securitv/nsa-infiltrates-links-to-vahoo-aooale- 
data-centers-woridwide-snowden-docunnents-sav/201 3/1 0/30 
/e51 d661 e-41 66-1 1 e3-8b74-d89d71 4ca4dd storv.html) 



Washington Post (htto://www. washinatonoost.com/world 
/national-security/nsa-infiltrates-links-to-yahoo-google- 
data-centers-worldwide-snowden-documents-sav/201 3/1 0/30 
Ze51d661 e-41 66-1 1e3-8b74-d89d714ca4dd storv.html ) 



El Mundo (http://www.elmundo.es/esoana/201 3/1 0 
/28/526dcbad6 1 fd3d07678b456b.html) 



Per Spiegel (htto://www. soieaei. de/internationai/aerman v/co ver- 
storv-how-nsa-spied-on-merkel-cell-ohone-from-berlin- 
embassv-a-930205.html ) 



2/21/2014 6:21 PM 




Date (/nsa-spvina 
/nsadocs?kevs=& 
field media outlet tid=All& 
order=field timeline date& 
sort=asc) 



10/25/2013 



10/25/2013 



10/24/2013 



10/22/2013 



10/21/2013 



10/21/2013 



10/20/2013 



10/14/2013 



10/14/2013 



10/14/2013 



10/6/2013 



Close Access Siaads 
September 10. 2010 
(listing French Embassy 
(https://www.eff.org 
/document/201 3-1 0-21 - 
monde-close-access- 
siaadsl 



Cable regarding cvber 
attacks on French 
Presidential Network April 
12, 2013 

(https://www.eff.org 
/document/201 3-1 0-25- 
monde-french- 
cvberattacks) 



NSA memo to Signals 
Intelligence Division (SID) 
staff October 27, 2006 
regarding monitoring of 
phones of world leaders 
(https://www.eff.org 
/document/201 3-1 0-24- 



Prism April 2013 
(https://www.eff.org 
/document/prism- 
april-2013) 



/document/201 3-1 0-21 - 
monde-wanadoo-alcatell 



Presentation on Brazilian 
Ministry of Mines and 
Energy 



https://www.eff.org/nsa-spying/nsadocs 



Document (/nsa-sovino 

/nsadocs?kevs=& 

field media outlet tid=AII& 



Media Outlet (/nsa-spvino/nsadocs?kevs=& 
field media outlet tid=AII&order=name&sort=asc1 



Boundless Informant 
France (https://www.eff.org 
/document/201 3-1 0-21 - 
monde-boundless- 
informant-francel 



NSA Special Source 
Organization (SSO) slides 
on Content Acouisition 
Optimization 
(https://www.eff.oro 
/document/201 3-1 0-14- 
wapo-content-acguisition- 
optimization2) 



Le Monde (http://www.lemonde.fr/technoloaies/article/201 3/1 0 
/22/the-nsa-wiretaDDed-french-diolomats-in-the- 
us 3500733 651865.html ) 



Le Monde (http://www.lemonde.fr/technoloaies/article/201 3/1 0 
/22/the-nsa-wiretaDoed-french-diolomats-in-the- 
us 3500733 651865.html ) 



Guardian ( htto://www . theauardlan. com/world/20 1 3/oct/24/nsa- 
surveillance-world-leaders-calls) 



Le Monde (htto://www. lemonde. fr/international/article/20 1 3/1 0 
/24/affaire-Drism-une-liane-rouae-a-ete-franchie-denonce- 
la-cnil 3501948 3210.html) 



/in/trance-m-tne-nsa-s-crossnair-pno 
surveillance 3499741 651865.html) 



Le Monde (http://www.lemonde.fr/technoloples/artlcle/2013/10 
/21/france-in-the-nsa-s-crosshair-phone-networks-under- 
surveillance 3499741 651865.html) 



NSA Cable dated 
November 1 0, 201 0 
discussing hacking of 
Mexican President's email 
(https://www.eff.org 
/document/201 3-1 0-20- 
spieael-mexican-president) 



Per Spleael (http://www.sDieael.de/international/world 
/nsa-hacked-email-account-of-mexican-president- 
a-928817.html ) 



Washington Post (htto://www. washinatonDost.com/world 
/national-securitv/nsa-collects-millions-of-e-mail-address- 
books-aloballv/201 3/1 0/1 4/8e58b5be- 
34f9-11e3-80c6-7e6dd8d22d8f storv.html) 



Intellipedia entry - Special 
Source Organization (SSO) 
Collection Optimization 
Overview 

(https://www.eff.oro 
/document/201 3-1 0-14- 
wapo-collection- 
optimizationl 



Washington Post (http://www. washinqtonoost.com/world 
/national-securitv/nsa-collects-millions-of-e-mail-address- 
books-aloballv/201 3/1 0/1 4/8e58b5be- 
34f9-11e3-80c6-7e6dd8d22d8f storv.html ) 



NSA Special Source 
Organization (SSO) Slides 
on Content Optimization - 
Address Books 
(SCISSORS) 
(https://www.eff.org 
/document/201 3-1 0-14- 
wapo-content-acquisition- 
optimizationl ) 



Washington Post <htto://www. washinatonDost.com/world 
/national-securitv/nsa-collects-millions-of-e-mail-address- 
books-aloballv/201 3/1 0/1 4/8e58b5be- 
34f9-11e3-80c6-7e6dd8d22d8f storv.html ) 



O Globo Fantastico (http ://a1 .alobo.com/fantastico/noticia 
/20 13/1 0/american-and-canadian-sDies-taraet-brazilian-energ 
and-minina-ministrv. html ) 



2/21/2014 6:21 PM 




https://www.eff.org/nsa-spying/nsadocs 



Document (/nsa-si 
^ sa ^Pi-«g YS AT.t /nsadocs?kevs= & 



field media outlet tid=All& 
order=field timeline date& 
sort=asc) 



10/4/2013 



/nsadocs?kevs=& Media Outlet (/nsa-spvino/nsadocs?kevs=& 

field media outlet tid=AII& field media outlet tid=AII&order=name&sort=asc) 



10/4/2013 



10/4/2013 



10/4/2013 



10/4/2013 



10/4/2013 



9/28/2013 



9/28/2013 



Tor Stinks Presentation 
June 2012 
(https://www.eff.org 
/document/201 3-1 0-04- 
guard-tor-stinksl 



Guardian (htto://www. theauardian. com/world/201 3/oct/04/nsa- 
achg-attack-tor-network-encrvotion) 



Peeling Back the Lavers of 
Tor with Egotistical Giraffe 

January 8. 2007 Guardian (http://www. theauardian. com/world/201 3/oct/04/nsa- 

(https://www.eff.org achg-attack-tor-network-encrvotion) 

/document/201 3-1 0-04- 
auard-eaotistical-airaffe) 



Types of IAT (how Tor 
works) (https://www.eff.oro 
/document/201 3-1 0-04- 
ouard-iat-tor) 

NSA Notes from talk on Tor 
by Roger Dingledine 
November 2007 

NSA Cryptanalysis and 
Exploitation Services 
Report on TOR 2006 
(https://www.eff.org 
/document/201 3-1 0-04- 
wapo-tor) 

GCHQ Mullenize 
(https://www.eff.org 
/document/201 31004- 
wapo-ocho-mullenize) 

NSA memo from January 
3, 201 1 on contact 
chaining 

(https://www.eff.org 
/document/201 3-09-28- 
nvt-contact-chainina) 

Slide on contact chaining 
(SYANPSE) 
(https://www.eff.org 
/document/201 3-09-28- 



Guardian fhttp://www. theauardian. com/world/201 3/oct/04/nsa- 
acha-attack-tor-network-encrvDtion ) 



Washington Post (htto://articies. washinatonpost. com 
/2013-10-04/world/42704372 1 ramp-statistics-steaanoaraphv 



Washington Post (http://is. washinatonpost. com/world/national- 
securitv/secret-nsa-documents-show-campaian-aaainst- 
tor-encrvoted-network/20 1 3/1 0/04/6 1 0f08b6-2d05- 1 1 e3-8ade- 
a 1 f23cda 1 35e story. html) 



Washington Post (http’J/is. washinatonpost. com/world/national- 
securitv/secret-nsa-documents-show-campaign-against- 
tor-encrvoted-network/20 1 3/1 0/04/6 1 0f08b6-2d05- 1 1 e3-8ade- 
a 1 f23cda 1 35e story. html ) 



NY Times (http://www.nvtimes.com/2013/09/29/us 
/nsa-examines-social-networks-of-us-citizens.html ) 



NY Times (http://www.nvtimes.com/2013/09/29/us 
/nsa-examines-social-networks-of-us-citizens.html ) 



9/20/2013 



GCHQ Slides on Belgacom 
(https://www.eff.oro 



Per Spiegel (htto://www. soieael.de/international/eurooe/british- 



9/16/2013 



9/11/2013 



9/9/2013 



9/8/2013 



NSA Network Analysis 
Center 201 0 SIGDEV 
Conference on credit card 
authorization network 



(https://www.eff.org 
/document/201 3-09-1 6- 
spiegel-credit- 
card-transactions) 

Israel Sharing 
(https://www.eff.org 
/document/2013091 1- 
auardian-israel-sharing) 

NSA slides on 
smartphones 
(https://www.eff.org 
/document/201 3-09-09- 
spieoel-smartphones) 

Stormbrew TV 
(https://www.eff.org 
/document/201 30908- 



DerSoieael (http://www.sDieael.de/international/world/how-the- 
nsa-SDies-on-international-bank-transactions-a-922430.html) 



Guardian ( http://www.theauardian.eom/world/2013/sep/1 1/nsa- 
americans-personal-data-israel-documents) 



Per Spiegel (http://www.theauardian.com/worid/2013/sec 
/ 05/nsa-acha-encrvption-codes-securitv ) 



O Globo Fantastico (http://g1 .globo.com/1antastico/noticia 
/2013/09/nsa-documents-show-united-states-spied-brazilian- 
oil-giant.html ) 



9/8/2013 



NSA slides on Petrobras 
and private networks 
(https://www.eff.org 
/document/201 3-09-08- 



O Globo Fantastico (http://g1 .globo.com/fantastico/noticia 

/2013/09/nsa-documents-show-united-states-soied-brazilian- 

oil-giant.html) 



2/21/2014 6:21 PM 




Date (/nsa-spvina 
/nsadocs?kevs=& 
field media outlet tid=All& 
order=field timeline date& 
sort=asc) 



9/5/2013 



9/5/2013 



9/5/2013 



9/3/2013 



9/1/2013 



8/31/2013 



8/30/2013 



8/23/2013 



8/16/2013 



8/16/2013 



8/16/2013 



Document (/nsa-spvina 

/nsadocs?kevs=& 

field media outlet tid=AII& 



NSA Classification Guide 
for Cryptanalysis from 
September 13. 2005 
(https://www.eff.org 
/document/201 3-09-05- 



classificationl 



NSA SIGINT Enabling 
Project Description - 
engaging companies to 
covertly leverage product 
designs (no date) 
(https://www.eff.org 
/document/201 3-09-05- 



SATC slides Mexico and 
Brazil Case Studies 
(https://www.eff.org 
/document/201 3-09-03- 
globo-satc) 



NSA document dated 
March 23, 2006 (not 
released) showing that Al 
Jazeera was surveilled 



FY 2013 Congressional 



(https://www.eff.org 
/document/201 3-08-30- 
wapo-conaressional- 
budaet-2013) 



Prism Payments 
(https://www.eff.org 
/document/201 30823- 



"So You Got a US 
Person?" training slide 
November 8, 201 1 
(https://www.eff.oro 
/document/201 3-08-1 6- 
wapo-so-vou-aot- 
us-oersonl 



(https://www.eff.org 
/document/201 3-08-1 6- 
wapo-sid-oversiaht) 



NSA Special Source 
Organization (SSO) news 
article from October 12, 
201 1 discussing FISC 
ruling holding NSA 
surveillance 



/document/201 3-08-1 6- 
wapo-sso-news-articlel 



https://www.eff.org/nsa-spying/nsadocs 



Media Outlet (/nsa-spvino/nsadocs?kevs=& 
field media outlet tid=AII&order=name&sort=asc) 



Guardian (http://www. theauardian. com/world/20 1 3/seo/05/nsa- 
qchq-encryption-codes-security) 



Guardian (htto://www. theauardian. com/world/20 1 3/seo/05/nsa- 
qchq-encryption-codes-security ) 



Project Bullrun Description 
June 16. 2010 
(https://www.eff.oro 
/document/201 3-09-05- 
auard-bullrun) 



Guardian (htto://www. theauardian. com/world/20 1 3/seo/05/nsa- 
qchq-encryption-codes-securitv ) 



O Globo Fantastico (http ://a1 .alobo.com/fantastico/noticia 
/20 1 3/09/veia-os-documentos-ultrassecretos-aue-comorovam- 
espionaaem-dilma. html ) 



NSA document dated June 
2010 (not released) 
discussing targeting of 
French Foreign Ministry 



Per Saieael (http://www.spieael.de/international/world 
/nsa-taraeted-french-foreian-ministrv-a-9 1 9693.html) 



Per Spieael (http://www.sDieael.de/international/world 
/nsa-SDied-on-al-iazeera-communications-snowden-document- 
a-919681.html ) 



Washington Post (http://www. washinqtonoost.com/world 
/national-securitv/black-budaet-summarv-details-us-sov- 
networks-successes-failures-and-obiectives/20 1 3/08 
/29/7e57bb78- 1 0ab- 1 1 e3-8cdd-bcdc094 1 0972 storv.html ) 



Guardian (http://www.theauardian.com/world/201 3/aua/23/nsa- 
prism-costs-tech-companies-oaid ) 



Washington Post (http://www. washinqtonpost.com/world 
/national-securitv/nsa-broke-orivacv-rules-thousands-of-times- 
per-year-audit-finds/20 1 3/08/1 5/33 1 0e554-05ca- 1 1 e3-a07f- 
49ddc7417125 story.html) 



NSA Signals Intelligence 
Division (SID) Oversight & 
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